MINUTES OF THE SPECIAL MEETING

OF THE AD HOD TECHNOLOGY COMMITTEE OF THE VILLAGE OF CAMPTON HILLS

FEBRUARY 29, 2024
7:00 p.m.

1.Call to Order — Chair Hale called the meeting to order at 7:01 p.m.

2.Roll Call — Chair Hale called the roll:

Roll Call
Member Enger
Chair Hale
Member Herff
Member Muhr
Member Paskey
Liaison Burson

3.Public Comments

None

4.Discussion Items

Present Absent Also Present

T I

A. Liaison Burson explained the basics of the OMA and some FOIA considerations
for the Committee:
o Advised to avoid having more than two committee members communicate by any

means.

o Explained that some Committee matters that have cybersecurity implications can be
discussed in closed session with appropriate notification on the agenda.
o Stated that Brian Hale was resigning as Chair
o President Wojnicki was appointing Kim Muhr as Chair.
o Chair Hale explained further that he had lost his job, was selling the family
home, was relocating out of the area and would be unable to serve as Chair.
o Member Muhr asked if members would like to introduce themselves.
o Each member and the liaison provided a brief introduction of their technical
experience.

B. Scope of Work

¢ Trustee Burson explained that conversations about best practices could be discussed
in Open Session.
e Chair Hale opened a discussion of what information would be gathered from the
existing network.
o There was an initial consensus to include:

@)
(@)
@)
(@)
@)
(@)

O

Physical environment
Upstream providers
Cybersecurity environment
Server and usage

Switch fabric and usage
Backup strategy

VoIP

¢ Liaison Burson opened a discussion of information to be gathered from existing
users/stakeholders:



Police Dept Applications
e Review of Current Applications
What do you use, what works, and what doesn't?
Office365 apps
Forward Planning
Changes underway
Changes proposed or required
e Data/Network segregation requirements
Village Applications
e Review of Current Applications
What do you use, what works, and what doesn't?
Office 365 apps
Forward Planning
Changes underway
Changes proposed or required
Member Enger suggested adding processes, education and procedural training to
the scope of work.
Members Muhr and Paskey discussed whether urgent recommendations could be
made to the Administrator or the Board immediately and how that might happen.

C. Information Gathering

@)
(@)

Members Enger and Muhr volunteered to assess the current network.
Members Paskey and Hale volunteered to meet with users/stakeholders of the
Village network and report back to the Committee.
Member Paskey inquired about cybersecurity insurance and whether some
cybersecurity assessment work may have already been done in underwriting that
policy. Liaison Burson agreed to investigate further with Administrator Rooney.
Member Enger mentioned open benchmarks published by industry groups and
Federal and State governments that would inform our security practices. Member
Mubhr concurred.
Liaison Burson discussed the importance of testing backup and recovery
strategies.
The Committee recessed briefly while members Enger and Muhr made a brief
initial assessment of the server room.
The nature of interactions with Helping Hand was discussed.

o Trustee Burson stated that Committee members must avoid chargeable

interactions without authorization.

D. Regular Meeting Date and Time

@)
(@)

Janet Burson
Trustee Liaison

There was a consensus that Thursday 7:00pm was a good time
There was a discussion of meeting more often at first to establish momentum

Motion to Adjourn at 8:39 made by Member Paskey; seconded by Member Muhr
Voice vote: [AYES: 4] [NAYES: 0] [ABSENT: 1] [ABSTAIN:0] Motion CARRIED

Approved this 14th day of March, 2024



