MINUTES OF THE REGULAR MEETING

OF THE AD HOD TECHNOLOGY COMMITTEE OF THE VILLAGE OF CAMPTON HILLS
April 4, 2024
7:02 p.m.

1. Call to Order — Chair Muhr called the meeting to order at 7:02 p.m.
2. Roll Call — Chair Muhr called the roll:
Roll Call Present Absent Also Present
Member Enger
Member Hale
Member Herff
Chair Muhr
Member Paskey
Liaison Burson

el oRaRaRalis

3. Public Comments
None

4. Action Items - Minutes were not available for the prior meeting.
5. Discussion Items

A. MFA Update

e Chair Muhr briefed the committee on challenges with the attempt to implement MFA at
Village Hall the prior week due to privacy concerns over the phone authenticator app
required. Another attempt was scheduled for the following week.

¢ Liaison Burson asked about options for using a hardware “fob”, which is available an
inexpensive as a USB device but would not work with mobile devices,

e Member Paskey reminded the committee that MFA is part of a larger checklist of security
considerations and provided a standard checklist from a provider of cyber security
insurance.

¢ Liaison Burson agreed with Member Paskey about the scope and thanked the committee
members for being willing to consider a such a large scope. Member Paskey requested
clarity about who would the point person over time for such cybersecurity concerns and
what other project management strategies were possible.

e There was additional conversation about best practices and what would be discussed in
open session versus closed session. Chair Muhr observed that there were additional
Federal and State expectations and Member Enger mentioned additional ISO standards
that might inform the committee’s work. Member Herff stated that it was important to
identify procedural and training steps that could be implemented immediately with little
to no budget.

B. Budget Information Request
¢ Liaison Burson and Chair Muhr explained the committee was early in the process but the

Village was requesting budgetary information. The committee briefly discussed issues
related to various network upgrades.



e The focus switched to the relative importance of upgrading the Microsoft 365 licensing and
that this license appeared to be bundled with other services from Helping Hand There
was also a discussion of shifting proposed budget for website improvements into network
and license upgrades. The committee agreed that one first step was to determine how
many users needed to be licensed on Microsoft 365.

e There was also discussion about what level of support was provided by Helping Hand.
Member Enger observed that he had located an agreement with Helping Hand that stated
that they would act as CIO for the Village.

e Member Paskey moved that the Chair obtain a detailed inventory of Microsoft 365 users.
Second by Member Enger. All members voted in favor by voice vote.

e The committee discussed support expectations in the Helping Hand contract and continued
difficulty locating the contract. Member Enger located a contract during the discussion on
the Village website from 2023.

¢ Liaison Burson introduced a proposal that Administrator Rooney provided for
consideration by the committee. The consensus was that the committee was already
considering the highlights of that proposal.

e Chair Muhr provided basic priorities that she had received from Administrator Rooney.
Member Herff advocated for virtualizing the Village server. Liaison Burson explained
various applications were trending were already trending that way. Laserfiche was
identified as significant application. Chair Muhr explained that could not be easily
virtualized in a cloud environment and discussed additional complexities.

e There was consensus that no matter what resources ended up in cloud environment, the
basic Village LAN would remain and would need to be upgraded and secured.

C. Information Gathering
e Chair Muhr requested reports from subcommittees/members that had agreed to gather
information about user applications and network hardware and software. Member Enger
added that an inventory of Village IT assets was attached to the Helping Hand contract
located previously but that clarified that it was dated 2019. He added that Helping Hand
agreed to accept appointment as CIO for the Village.

e Member Paskey and Chair Muhr stated that the Chief was unavailable for end-user
interviews but intended to meet during the next week. There was also a brief discussion
of the Helping Hand ticketing system and maintenance of system users.

Motion to Adjourn at 9:00: Made by Member Herff; seconded by Member Paskey
Voice vote: [AYES: 5] [NAYES: 0] [ABSENT: 0] [ABSTAIN:0] Motion CARRIED

Approved this 18th day of April, 2024
Janet Burson
Trustee Liaison



