MINUTES OF THE REGULAR MEETING
OF THE TECHNOLOGY COMMITTEE OF THE VILLAGE OF CAMPTON HILLS
August 15th, 2024
7:00 p.m.
1. Call to Order — Chair Muhr called the meeting to order at 7:04 p.m.
2. Roll Call — Chair Muhr called the roll:

Roll Call Present Absent Also Present
Chair Kim Mubhr X

Member Adam Enger X

Member Brian Hale X

Member Michael Herrf X

Member Bill Paskey X

Liaison Janet Burson X

CIO Jake Kulpa X

3. Public Comments
None

4. Action Items

Motion to Approve Minutes from July 17th, 2024, Made by Member Eager; seconded by
Member: Hale

Voice vote: [AYES: 3] [NAYES: 0] [ABSENT: 2] [ABSTAIN:0] Motion CARRIED

Motion to Approve letter of recommendation from the committee to the Village
Administration and The Village Board for the need of a generator, Made by Member Eager;
seconded by Member: Hale

Voice vote: [AYES: 3] [NAYES: 0] [ABSENT: 2] [ABSTAIN:0] Motion CARRIED

5. Chief Information Officer (HHIT) report.

e The new M365 Tenant has been built out and staged. Current migration is within 30 days.
On the day of migration there will be a final synchronization.

e The spam filtering service has been set up. It is currently servicing the old Tenant now and
at time of migration will service the new Tenant.

e The firewall was replaced recently. There was a hardware issue. Testing at HHIT tested out
fine but when brought to the Village it did not work. Sonicwall did replace the unit
because of a bad port.

e Being an upgrade on the Sonicwall, the new purchase gives the Village 2 years of
subscription. The village will not have to be renewed until 2026.

¢ Yubi keys are in. Just waiting for the migration date to be settled.

6. Discussion Items

e Migration project covered in the CIO report.

e Firewall installation: Per the CIO’s report the initial new firewall ended up having a bad
port. The Chief was told it would be 10 minutes on a Monday morning after a long, busy
weekend. It turned into 2 hours of downtime. This cannot happen with the police
department. The discussion continued about how large downtimes are not acceptable for
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the police department. The Chair also stressed that the building (aka Village Hall) was to
be treated as the police department first. That does not indicate hierarchy but that fact the
building houses the Campton Hills Police Department. Public safety comes first.

A recommendation by Member Hale was to have another firewall and place both in HA
(High Availability mode). To build in some redundancy.

Comment made by the CIO: Lesson learned is Chief Levand needs to be aware of
potential outages. Member Eager also added another lesson learned was the criticality of
this building is very important and the need for redundancy and a generator.

CIO also mentioned that a secondary Internet connection for redundancy also. Asked if
he should get a quote for the secondary Internet connection. The Chair replied, yes.
Further discussion on what type of connection the secondary should be. The committee
settled on Comcast 5G (wireless — Comcast uses Verizon towers)

Also, a quote for the second firewall was agreed upon.

e New Business:
The chair did ask the CIO if there would need to be any coordination with the State
Admin of the il.gov domain for the cut-over next week. The CIO said he had the State
Admin point the Email Exchange entry to the new spam filter and all that would need to
be done on the day of the cut-over was changing the routing in the spam filter. Also,
proper setup is done for SPF, DKIM and DMARC. Which was not fully configured.

The CIO wanted to address the question that was raised in our last meeting regarding the
ownership of Helping Hands IT and an absentee owner living in another state. The CIO
stated that he runs the day-to-day operations of Helping Hands IT.

There is a likelihood the September 5™ meeting will be canceled. The Chair will be
unavailable. The Chair will let everyone know in advance. Likely the next meeting will
be September 19,

7. Sub-Committee Reports
e Infrastructure
o No report
e User interaction interviews
o No report

8. No Closed Session.

Motion to Adjourn at 7:55pm: Made by Member Eager; seconded by Member Hale
Voice vote: [AYES: 3] [NAYES: 0] [ABSENT: 2] [ABSTAIN:0] Motion CARRIED

Approved this the 19th day of September 2024
Chair Muhr
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